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1 Introduction

In the last 30 years, finite field arithmetic has received a strong impact for de-
velopment, primarily from cryptographic applications. Of particular interest is
the implementation of operations in finite fields of characteristic 2 (see, for exam-
ple, [5]).

This paper considers the operation of calculating an inverse element (that is,
inversion operation) in the field GF(2") (this notation is accepted for the Galois
field of order 2™). It is usually a part (and the most significant from the point of
view of circuit performance) of the division operation.

To implement the above operations, we will employ circuits of functional ele-
ments over the basis of all two-input Boolean functions. For the most frequently
used operations of negation, conjunction, disjunction, and addition modulo 2, we
use the notations ~, -, V,®, respectively.

The most important measures of efficiency of a circuit are its complexity (the
number of elements) and depth (the maximum number of elements in an input-
output chain). The concepts of complexity and depth are extended to Boolean
functions. The complexity (depth) of a function is the minimum possible complex-
ity (depth) of a circuit implementing this function!). The complexity and depth
of a function f are denoted by L(f) and D(f). A more detailed exposition of the
concepts of depth and complexity can be found in [25].

A finite field is a finite ring with unity such that the set of its nonzero elements
forms an abelian group under the operation of multiplication. The finite field
GF(2") is an n-dimensional vector space over the two-element field GF(2) (with
the operation of vector multiplication). Different representations of the field are
related to the choice of different bases in it. The most commonly used are standard
(or polynomial) and normal bases. In the main text, only polynomial bases and
the polynomial representation of field elements will be considered. A thorough
exposition of the theory of finite fields can be found in [23], and algorithmic aspects
are discussed in [5, 17].
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ematical Problems of Cybernetics]. Vol. 15. Moscow: Fizmatlit, 2006, 3564 (in Russian).
The work was supported by RFBR, project 05-01-00994, program “Leading scientific schools”,
project NSh—5400.2006.1, and the fundamental research program of the Department of Mathe-
matical Sciences of the Russian Academy of Sciences “Algebraic and combinatorial methods of
mathematical cybernetics” (project “Synthesis and complexity of control systems”).

D For a multidimensional Boolean function, we will use the term “operator” or “mapping”.
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In calculations in a polynomial basis, elements of GF'(2"™) are interpreted as
polynomials of degree n — 1 over GF(2), and arithmetic operations are performed
modulo some irreducible polynomial m.,(t) of degree n. As a rule, a characteristic
polynomial of a field is chosen to be an irreducible polynomial containing the
smallest number of nonzero coefficients, usually a trinomial or pentatomial.

In practice, two groups of algorithms are used for inversion in finite fields
GF(2™). The algorithms of the first group are based on the method of addition
chains. Since for any x € GF(2") the Fermat identity z = 2" holds, then inversion
coincides with raising to the power 2 — 2, which can be performed by construct-
ing an addition chain for the exponent 2" — 2. Brauer’s method reduces inversion
to performing O(logn) multiplications and Frobenius operations (i.e., raising to
powers of the form 2¥). By performing the last operations via the Brent—Kung
method [6] (see §6), one can obtain estimates O(n'7) for the complexity and
O(log? n) for the depth of inversion (for more details on the application of addi-
tion chains to inversion, see [5]). In practice, methods with depth O(log®n) and
complexity O(n?) are applied.

The second group of methods is based on the extended Euclidean algorithm
for compuing the GCD of polynomials. A fast version of this algorithm, due to
Schonhage and Moenck (see [11, Ch. 11]), in combination with Schénhage’s method
of multiplying binary polynomials [29] leads to estimates O(nlog?nloglogn) for
the complexity and O(log®n) for the depth?) of inversion. In practice, however,
asymptotically more complex methods are used. Since the Euclidean algorithm
isn’t adapted for circuits, the algorithms of this group are usually used in software
implementation.

In [24] a circuit for inversion in the field GF(2™) of depth O(logn) was con-
structed. Another way of constructing such a circuit was proposed in [10]. Neither
the exponent in the complexity estimate n©(*) nor the multiplicative coefficient in
the depth estimate in [10, 24] are specified (see §7.1). Probably, the present work
is chronologically the next after the two mentioned ones, dedicated to inversion in
finite fields with logarithmic depth (not counting a short note [30]).

The main result consists in proving the following theorem.

Theorem. Inversion and division in the field GF(2™) may be implemented with
depth 6.441ogn+o(logn) and complexity %n4 +o(n*); or with complexity O(n'-%57)
and depth O(logn).

Here and everywhere below we omit the base symbol for binary logarithms.

This work is purely theoretical: despite the fact that the proposed method for
sufficiently large n can outperform known methods, at least in depth, in fields with
dimensions n < 1000, which have practical significance, it can hardly be in demand.
For practical construction of circuits for inversion, see [9, 19].

The main tool for constructing division and inversion circuits is a circuit im-
plementing raising to an arbitrary power M in the field GF(2"). It is described in
63, where a depth estimate for inversion is also obtained. Before that, in §2, we
consider auxiliary finite fields operations, which are used in further constructions.
In §4, we discuss in detail a circuit for discrete logarithm, necessary for justifying
the result of §3. A method for reducing the asymptotic complexity of inversion is
described in §5. In §6, the final result of the work on the complexity of inversion
is presented. In §7, some remarks concerning related issues are collected.

2)Note from 31.03.2025: an erroneous statement: actually, the depth can be estimated only as
O(n).
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2 Auxiliary finite fields operations

An operator U : GF'(2)" — GF(2)™ is called linear if for any vectors xz,y € GF(2)"
U(z+y) = U(x)+U (y). The last condition is equivalent to the existence of an m xn-
matrix U over GF(2) such that for any vector z € GF(2)", we have U(x) = Ux.
In this case we say that the operator U has dimension m x n.

2.1 Examples of linear operations

We list some operations of finite field arithmetic used below, for which the linearity
property holds.

Let Sp,; denote the operator of raising to the power 2! in the field GF(2"). It
is called the Frobenius operator and is linear: for any a,b € GF(2") the Frobenius
identity holds:

(a+ b)zl =a® +b7.

When working in a polynomial basis, we often use the operation of calculating
the remainder of division of an arbitrary polynomial h(¢) by a (irreducible) polyno-
mial m,, (t) defining the field basis under consideration. We introduce the notation
B, p for the transform that reduces a polynomial of degree at most p — 1 over
GF(2) modulo m,(t). This operation is linear, since for any binary polynomials
hl (t) and hg(t),

(h1(t) + h2(t)) mod my, (t) = (hi(t) mod my,(t)) + (ha(t) mod m,(t)).

Let us also consider the operation of evaluating an arbitrary polynomial of
degree at most p—1 over GF'(2) in a fixed point ¢ € GF(2™). This operation is the
so-called modular composition of polynomials, denoted by Cp pq. It is linear, since
for any pair of polynomials hj (x) and ha(z) the identity (h1+h2)(a) = hy(a)+ha(a)
holds, which follows directly from the rule for adding coefficients at similar powers
of a:

(hi: + h2,i)ai = hl,iai + h2,iai,

where h;; and ho; denote the coefficients of the corresponding polynomials at zt.

In the field GF(2%) we fix a set of elements {a; | j = 1,...,p}. The operator
Fy s p maps an arbitrary polynomial of degree at most s — 1 over GF(2) to the
vector of its values on this set.

Let s = p. According to the main property of interpolation, the operator F p p
establishes a one-to-one correspondence between GF(2)P and Im(Fgpp) C
GF(2%)P, hence, there exists an inverse mapping F,;;

In fact, the mappings Fy s p and F, k. ; perform the inverse and forward interpola-
tion operations, respectively, for the set of polynomials with coefficients in GF(2)
(one could consider the coefficients of the polynomials as belonging to the field
GF(2F), which is more common, but we will not need such a generalization).

The operator Fi s p is the union of p linear mappings Cg,s,a;, j = 1,...,p, and
is thus linear. The operator Fy_ ;, as the inverse of Fi pp, is also linear.

2.2 Complexity of linear operations

Consider an arbitrary linear mapping Am n of dimension m x n with matrix A.
Multiplication of such a matrix by an arbitrary vector of length n can be interpreted
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as computing a system of m linear combinations of the vector components over the
field GF(2).

The computational complexity of one linear combination of n variables does not
exceed n— 1 while the depth is [logn]. Consequently, for independent computation
of m combinations, no more than m(n — 1) functional elements are required. By
the method of O. B. Lupanov [26] (see also [25]), which is presented below, one
can construct a circuit of complexity O(mn/logn) and depth [logn] + 1, i.e.,
asymptotically optimal in depth and complexity with respect to the class of all
linear mappings of dimension m X n.

Lemma 1. There is a circuit computing all linear combinations of s variables,
minimal in depth and complexity.

Proof. In parallel, all possible sums of two variables are calculated. At the
next level — sums of various triplets and quadruplets of variables (using what has
already been calculated). Then sums of sets of 5, 6, 7 and 8 variables, etc. All
elements, as well as all inputs of the constructed circuit are its outputs, which
implies minimal complexity. The number of elements in the circuit is 2° — s — 1,
and the depth is [log s] and is minimal possible. O

Theorem 1 (O. B. Lupanov, 1956). The complexity of multiplying a bi-
nary matriz A of size m X n by a binary vector x of length n does not exceed
mn_(] 4 Josloami2 "y g the depth does not exceed”) [logn] + 1.

logm g m—loglogm

Proof. Divide the components xg,...,x,_1 of the vector x into groups of size s.
For each of the groups, implement all linear combinations by the method of
Lemma 1. An arbitrary linear combination of all components of the vector z is
constructed from “short” group sums, additionally requiring [n/s] — 1 elementary
additions. The complexity of the entire circuit can be estimated as

noos n
L(Am,n)<g(2 s 1)—|—m8.

After choosing s = [logm — loglogm], the obtained estimate takes the form

L(Am,n)

n 2m mn logm + 2
< m| = : R
logm — loglogm \ logm logm logm — loglogm

which proves the theorem in part of complexity.
The circuit depth is estimated as

D(Amn) < [logs] + [log[n/s]] < [logn] + 1.

2.3 Nonlinear operations

Note that each of the linear operations given as examples can be implemented with
smaller complexity than a linear mapping in general.

For instance, by the method [6], the modular composition operation Cp p o can
be reduced to multiplying a matrix of size ,/p x /p by a matrix of size \/p X n,
which can be performed in O(pn/logp) operations (see, e.g., [16]). The Frobenius

3)Here and in all subsequent formulations, estimates of the complexity and depth of functions
are given for implementation by a single circuit.
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operation Sy is a special case of modular composition and also requires less than
O(n?/logn) operations and, in particular, can be implemented with complexity
O(n'-%7) (see §6).

A fundamental nonlinear operation in the field GF(2") is multiplication, de-
noted by M,,. Field multiplication is usually implemented in two steps: multipli-
cation of polynomials representing the elements being multiplied, and reduction
of the result modulo m,(t). The “school” algorithm for multiplying polynomials
of degree n — 1 has complexity 2n? and depth [logn] + 1. Modulo reduction is a
linear operation of type By 2n—1 and can be performed with the same depth and
complexity.

However, the Schonhage method [29] allows to multiply binary polynomials
with complexity O(nlognloglogn) and depth O(logn). In turn, modulo reduc-
tion can be reduced to multiplication of polynomials. We describe this reduction
following [11]. Write a polynomial h(t) of degree at most 2n — 1 as a(¢)t"™ + b(t),
where dega,b < n. We introduce the notation ¢(t) = t4°8¢c(1/t), i.e., the coeffi-
cients of the polynomial ¢(¢) are the coefficients of ¢(t) written in reverse order. Let
a(t)t™ = q(t)mn(t) + r(t), where degq,r < n, then h(t) mod m,(t) = r(t) + b(t).
The remainder r(t) is computed by two multiplications as follows. We have,

a(t) = qt)ymn(t) + t"7(1).
If i(¢) is the inverse polynomial to m.,(t) modulo ", i.e., i(t)m,(t) = 1 mod " (it
exists because the free coefficient of m,, (t) is 1), then

q(t) = a(t)i(t) mod t" and r(t) = q(t)my(t) mod t".

Thus,
L<Bn,2n) < 2M(n) +n, D(Bn,2n) <2D(n) +1,

and consequently
L(M,) <3M(n) +n, D(M,) <3D(n) +1,

where M (n), D(n) are the complexity and depth of multiplication of binary poly-
nomials of degree n — 1.

The operation Fsp, ie., the evaluation of a polynomial of degree s — 1
at p points of the field GF(2*) in the case s < p (of interest to us), can be
performed by an algorithm [1] in O(M(p)logp) operations in the field GF(2*)
with depth O(log? p) over the same field (for comparison, the complexity estimate
O(skp/log(kp)) follows from Theorem 1). Therefore,

L(Fipp) < O(M(p)logp)L(Mk),  D(Frpp) < O(log® p)D(M).

A similar algorithm (see [1]) allows us to obtain the same estimates for the interpo-
lation operation Fy ;. In §6, a “parallel” version of this algorithm will be described,
with depth of logarithmic order.

Note that Lupanov’s method allows to implement an arbitrary linear mapping
with an asymptotically optimal depth, so it will be used primarily in the part
devoted to minimizing the depth of inversion; in the part related to the complexity
of inversion with logarithmic depth (§6), alternative methods will be used, including
those mentioned above.
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3 Exponentiation algorithm

The subsequent constructions will be based on the algorithm for raising a field ele-
ment to an arbitrary (but fixed for the algorithm) power. Here is a brief description
of it.

Let © € GF(2™) be an element in the polynomial representation, and we need
to compute M, where M = 2°1 22 4. +2°n_ We can assume that M < 2" —1
(due to the Fermat identity 22" = z) and, therefore, m < n.

1. Compute the powers z2*, ..., 22" . Let 22" correspond to a polynomial f;(t)
in the field representation. Let further f(¢) = fi(¢t)-...- fi(t). Set p = m(n—1)+1,
and choose a field GF(2F) containing at least p elements; in it, choose a set of

elements aq, ..., 0.
2. Compute all possible f;(a;) € GF(2%), where i =1,...,m, j=1,...,p.
3. For all j, compute the products fi(a;) ... fm(a;) = f(e; ). To do this, in

the field GF(2*), choose a primitive element a. If fi(c;) # 0 for all i, then
3.1. Compute the discrete logarithms, log,, fi(a;).
3.2. Compute Y_1" log, fi(a;) mod (28 — 1) =log,, f(a;).
3.3. Compute f(a;) = aloga f(@5),

4. Given the values f(a;), j = 1,...,p, reconstruct the polynomial f(t) of
degree at most p — 1.

5. The element 2 corresponds to the polynomial f(t) mod m,,(t).

It is easy to see that the algorithm is based on the idea of interpolation, which
goes back to the work of A. L. Toom [33]. It allows to reduce iterated multiplication
in the field GF(2") to multiplication in a field of lower dimension GF(2¥). For
multiplication in the “small” field GF(2%), discrete logarithm is used, the idea of
which is taken from [7].

The operation of raising to a power of weight m (weight is the number of ones
in binary notation) in the field GF(2") is denoted by Ep m. For brevity, we omit
information about the power to which the field element is raised — this will be clear
from the context. Let L(Ep ) and D(Ey, m) denote the complexity and depth of
implementation of the most complex (deep) of the exponentiation operations with
powers of weight m.

Note that at step 1 of the algorithm the operations Spe;, i = 1,...,m, are
performed, at step 2 — m operations Fi n p, at step 4 — operation F k, ;, at step 5 —
operation By p. All listed operations are linear (see §2).

We also introduce the following notation: Ag for the operation of discrete log-
arithm with base « in the field GF(2%); T for the operation of summing m
k-digit numbers modulo 2F — 1; A,:l for the operation of raising a primitive el-
ement o € GF(2¥) to a power that is a k-digit number; Xk m to indicate that
m elements of the field GF(2%) are nonzero.

Step 3 consists of performing p operations of m-fold multiplication in the field
GF(2F) (we introduce the notation ®,m, for one such multiplication) according to
the scheme

Qk,m(ylw"aym) :Xk,m(yla"'7ym) X A]:I 'Em,k(Ak(yl)a"'7Ak(ym))7

where the symbol - denotes the composition of mappings, and the symbol x — the
usual multiplication of a scalar value by a vector.

The operation X, is implemented by the conjunction of disjunctions of the
digits of the arguments (field elements) with the minimum possible complexity
mk — 1 for a function that essentially depends on all its variables, and depth
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[logm] + [log k], which is neglible in the context of the parallel iterated multi-
plication.

The discrete logarithm operation Ay is discussed in detail in §4, where it is
shown that for an arbitrary € > 0 one can choose k = log p + Cy(e) such that

L(Ax) < C1(2)O(p%), D(Ag) <celogp+ Ca(e) + O(log2 logp).

Consider the operation of m-fold summation ¥, . One way to construct low-
depth circuits for this operation is as follows. It is known (see, e.g., [18]) that
summation of several numbers can be reduced to summation of a smaller number
of summands with depth O(1) via a circuit called compressor.

The simplest example of such a circuit is a (3,2)-compressor. If three k-digit
numbers are given: a = (ax—1,...,00), b = (bg—1,...,b0), ¢ = (Ck—1,...,¢0) (the
seniority of the digits increases from right to left), then the sum a; 4+ b; + ¢; can be
represented as 2u; + v;, where

vi:ai@bi@ci, ul:albzeéblcz@aicl

Thus the number of terms is reduced from 3 to 2: a + b+ ¢ = u + v, where

u = (Ug—1,..-,up,0), v = (Vg—1,...,v0). The pair of bits (u;,v;) is computed with
complexity 5 and depth 3. Finally, the complexity of the compressor is 5k, and the
depth is 3.

From such subcircuits-compressors, one can compose a circuit that with depth
O(logm) transforms m input numbers into O(1) output numbers while preserving
the sum. Finally, the resulting numbers can be summed using ordinary adders.

If (as in our case) k-digit numbers are summed modulo 2* — 1, then the most
significant digits obtained in the process of calculations should be moved to the
place of the least significant ones. For example, a modular (3,2)-compressor should
return numbers v’ = (ug_a, ..., ug, uk—1) and v = (vg_1,...,v0), where u;, v; are
defined as above.

Probably the best theoretical estimate of the depth of a compressor circuit
that reduces m-fold summation to addition of two numbers, 3.441logm + O(1), is
obtained in [14] using the method from [27]. The complexity of such a circuit is
O(mk). The constants hidden under the O sign in these estimates are quite large —
in practice, one can construct circuits of depth at most 3.711logm and complexity
5mk from (3,2)-compressors.

A usual k-bit adder can be implemented by a circuit of linear complexity and
depth log k + O(y/log k) by the method of V. M. Khrapchenko [20]. However, on
a practical range of k values, other methods work better. For example, the method
of M. I. Grinchuk [13] has a depth estimate of 1.27(log k+1)+3. The complexity of
a circuit directly constructed by the Grinchuk method is O(klog k), but it can be
reduced to linear using the standard linearization procedure (see, for example, [20])
with an increase in depth by O(loglog k).

Addition of two k-digit numbers modulo 2¥ — 1 can be reduced to the usual
addition of 2k-digit numbers. Indeed, if a,b < 2¥—1, then a+b mod (2¥—1) = c+d,
where a+b = c2¥ 4+ d and c+d < 2¥ — 1. The result a+b mod (2* —1) is contained
in the k-th through (2k — 1)-th digits (numbering starting from zero) of the sum
of the numbers (2% + 1)a and (2% + 1)b.

Finally, we have

L(Emk) = O(mk), D(Zm,k) < 3.44logm + O(logk).
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We will roughly estimate the complexity and depth of the exponentiation circuit
(implementing the A,:l operation), but this will be sufficient for our purposes. If
(bk—1,bk—2,...,bo) is the binary notation of a number b, then

ab = aboar . . a2k71b’°*1.
To compute each of the factors on the right-hand side of the formula, k& functional
elements (k — 1 conjunctors and an element implementing = V y function) are
sufficient, since
20, _ 77 2!
« = bz -1V bioz s

where 1 is the unit of the field GF(2%), and the symbol V means bitwise disjunction.
We assume that the powers of a have been computed in advance.
Thus, the simplest way to compute o’ is to perform k — 1 field multiplications,
which yields the estimates
L(AZY) < kL(My) = O(k*log klog log k),
D(AZY) < [log K] D(My) + 1 = O(log® k).

Theorem 2. Let m be the weight of a number M. Then for the operation of
raising to the power M in GF(2") the following estimates hold (for e > 0):

log(mn) + Cy(e)

L E < 2 2 24¢e, 14¢ 1
( n,m) ~ log(m2n) m n” + Cl(g)m n ) ( )
D(Epm) S (24 ¢)logn + 4.441ogm + Dy (e). (2)

Proof. Choose k = log(mn)+Cy(e) such that the complexity and depth estimates
for the discrete logarithm from Corollary 3 (see §4) hold.

Considering the composition of linear mappings Spe; and Frnp, ¢ =
1,...,m, as a single linear mapping of dimension kmp X n, from Lupanov’s
method we derive the complexity estimate for the corresponding subcircuit
(14 o(1))(kmpn/log(kmp)) < %m%ﬁ The depth of the subcircuit
does not exceed logn + 2.

Another linear operator By p F,; ; of dimension n x kp is implemented by
a subcircuit of complexity O(pkn/logn) ~ O(mn?) and depth log(kp) + 2 ~
log(mn) + D1 (€).

The subcircuit for computing discrete logarithms in an auxiliary field consists
of mp parallel blocks implementing operations of type Ax. The complexity of this
subcircuit (see §4) is estimated as Cy(e)mp'™® ~ Ci(e)m?*Ten'*e. The depth is
(e +o0(1))logp+ Da(e) ~ (e + o(1)) log(mn) + Da(e).

Further, the complexity of implementing p adders of type ¥y, & is estimated as
O(mkp) ~ O(m?nlogn). The depth can be estimated as 3.441logm + O(logk) =
3.441logm + O(loglogn) + D3(e).

Thus, the complexity of the entire circuit is determined by the complexity
estimate for the first block of linear mappings. The depth asymptotics is composed
of the depths of the four subcircuits,

D(Enm) S logn +log(mn) + Dy(e) + elog(mn) + Da(e) + 3.44log m + D3(e) ~

~ (24 ¢€)logn + 4.441logm + Dy(e).
O
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Theorem 3. Inversion in the field GF(2"™) may be implemented by a circuit
with the depth and complexity

D(I,) < (6.44 + o(1)) log n, L(I) < (2/3 + o(1))n*.

Proof. The inversion operation corresponds to raising to the power 2" — 2, having
weight n — 1. Indeed,

_ n__ 2 n—1
1:]:2 2:22_.“.1,2 .

T Tr T

This theorem is a direct consequence of Theorem 2. It suffices to set m =n — 1,
and to choose £ within the rounding error of the constant from [14] up to 3.44. O
Let A, denote the division operation in the field GF(2"). Obviously, the divi-
sion is reduced to one inversion and one multiplication in the field, but the multi-
plication can be integrated into the inversion circuit described above, since

y 2 n—1
=yt 2

Let’s set m = n in the algorithm from the beginning of the section. Performing
step 2 for y separately and in parallel with combined steps 1, 2 for x, and then
applying the remaining steps of the exponentiation algorithm with a power of
weight n, we obtain the following result.

Theorem 4. For the division operation in GF(2"), we have
D(Ap) < (6.44 + o(1)) log n, L(An) < (2/3 4 o(1))n*.

From a practical point of view, the proposed circuit is hardly of interest. The
obtained estimates show that for n of size of not more than several hundred thou-
sand, the standard inversion method apparently has better depth. At the same
time, the complexity of the standard method is always O(n?), and actually for
most fields is O(n?).

4 Discrete logarithm

Fix a — a generating element of the multiplicative group of the field GF(2¥) (the
multiplicative group is denoted by GF(2*)* and consists of all nonzero elements of
the field). Then for any element 3 € GF(2%)* anumber b € 0, ..., 2¥ —2 is uniquely
determined such that 8 = a®. It is called the discrete logarithm of the element 3 to
the base . We are going to estimate the parameters of a circuit implementing the
discrete logarithm operation A, where Ag(8) = b.

The method considered below is an adaptation of the Silver—Pohlig—Hellman
algorithm (see, e.g., [22]) to the model of circuits of functional elements.

Let

2k—1:r1r2~...-rw

be some known decomposition of 2¥ — 1 into coprime factors. We introduce the
notation ¢; = (2% — 1)/r;, where i = 1...w. Note that

Bth — (ab)qi _ (aqi)b mod Ti

Thus, by comparing 8% with all possible powers of the element a% (a total of r; such
comparisons are needed), we can determine the remainder b; = b mod r;. From
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the set of remainders b;,7 = 1...w, the number b is restored uniquely. Consider
the following computation scheme.

1. Compute all 5; = 5%, i=1,...,w.

2. For each ¢, among j = 0,...,7; — 1, by coefficient-by-coefficient comparison
of elements 3; and a’% (the latter are calculated in advance), find b; satisfying
B = abidi

3. The number b = log,, 5 is restored by its remainders b; = b mod 7;.

The operation of computing w powers of an element 3 € GF(2¥) is denoted by
Hj, . Obvious estimates for the depth and complexity of this operation are stated
in the following lemma.

Lemma 2. For the complexity and depth of the operator Hy . the following
estimates hold:

L(Hygw) < w(k — 3)L(M) + O(k*/ logk), 3)

D(Hyw) < [og(k — 2)]D(My) + [log k] + 1. (4)

Proof. All powers of the form 5217 l=0,...,k—1, are computed by a circuit

implementing the corresponding linear operator of dimension k2 x k with complexity
and depth O(k3/logk) and [logk] + 1, respectively.

An arbitrary power can be represented as a product of at most k — 2 factors
of the form ﬁzl, since obviously ¢; < 2F~! — 1. To compute w such products,
each involving at most k — 2 factors, at most w(k — 3) field multiplications are
required. O

If the standard multiplication algorithm is applied, we obtain

L(Hgw) < 2wk® + O(wk?®/logk), D(Hgq) < 2([logk] +1)%.

In general, the calculation of the system of powers can be performed more
economically exploiting techiques from the theory of addition chains (see, e.g., [5,
21)).

The product of k polynomials of degree k£ — 1 may be implemented by a circuit
of depth O(logk). To construct it, one can employ an analogous algorithm for
multiplying numbers from [2] (the product of polynomials is reduced to a numerical
product, see, e.g., [7]). Another way is to recursively apply the method of the
present work. Thus, actually, the operator Hg,, can be implemented by a circuit
of logarithmic depth.

Let us introduce some additional notation. Let gr = 2% — 1, where (¢,7) = 1.
On a subgroup of r-th roots of unity of the field GF(2¥), the operation A;c’r of
taking the logarithm to the base of the subgroup generating element, which is a9,
can be well defined.

Note that A} .(89) = bmod r, where b = log, 8. The mapping A’ can be
formally extended to the entire field; outside the indicated subgroup of roots of
unity, define it arbitrarily.

The mapping Ry, restores a number that has given remainders modulo r;,
i=1,...,w, namely

Riw(bi,ba, ... by) = b, 0<b<][[ri b=bimodr;, i=1,... w
Using the introduced notations, we can write

Ak(ﬂ):Rk,‘w( ;c,rl(ﬁql)v"'v ;c,rm(ﬂqw))'

10
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Lemma 3. For the complexity and depth of a circuit implementing Ry, the
following estimates hold:

L(Riw) = O(), D(Riw) = Ollog k).
Proof. According to the Chinese remainder theorem (see, e.g., [21])

b=bicy +bacag + ...+ bycy, mod ok _ 1,
vi(2F —1)

C,=Viry ... Ti—1Ti41 .. T = ————,
Ti
where the normalizing coefficient v; € [1,r; — 1] is chosen based on the condition
¢; = 1 mod r;. By construction, the numbers ¢; consist of no more than & binary
digits.
Consider the following way of executing calculations (close to [2]). Let b; =
(bij—1,bij—2,...,bio) in binary representation, j = [log7;|. Then

bic; = bi,OCi + QbiJCi + ...+ 2j_1bi,j,10i.

The computation of the terms in the given formula is carried out “for free” — their
reduction modulo 2¥ — 1 is also “free” (the most significant digits are substituted
for the least significant ones). Apply this to every product b;c;, i = 1,...,w. The
number of newly formed terms is estimated as

w

Z[logvﬂ <w+ Zlogri =w+log(2F —1) < k +w.
i=1 i=1

The problem is reduced to summing at most &+ w instances of k-digit numbers
modulo 2% — 1 (the corresponding mapping was denoted by Yk+w,k). Therefore,

L(Riw) < L(Zg4wik); D(Riw) < D(Ektwik)-

Now the assertion of the lemma follows from the estimates of §3 and an obvious
observation w < k. O

In [15] a method for constructing a circuit of complexity O(k'*¢) and depth
O(e~tlogk), where € > 0, is proposed. Apparently, this method does not outper-
form the standard method in terms of depth.

It is shown below that the subcircuits implementing Hp,, and R, do not
have a significant effect on the asymptotic complexity and depth of the discrete
logarithm circuit as a whole.

Theorem 5. The complexity and depth of the operator A;c’r satisfy the estimates:

k logr + 6
logr logr —loglogr

L( ;c’,,) <r (2 + ) , D( ;c.'r) < [log k] + [logr] + 1.

The circuit is constructed from subcircuits, which are described in the next two
paragraphs.

4.1 Implementing systems of comparators

Let 87 be fed to the inputs of the subcircuits of comparison with the correspond-
ing a'9, 1 = 0...r — 1. Since the latter are precomputed, comparing of a k-bit

11
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element B¢ with a fixed field element is represented by a generalized conjunction
of the bits of 87 (here, comparing is understood as determining the coincidence or
non-coincidence of two vectors).

Split the set of k variables (which encode $7) into groups containing at most
s variables. For each group, construct a circuit implementing all possible general-
ized conjunctions of this group of variables (it is called a decoder). To compute the
required r conjunctions of k variables, we additionally need at most r([k/s] — 1)
conjunctions to connect the corresponding outputs of the decoders. The following
lemma is actually contained in [25].

Lemma 4. The complexity of the decoder of s variables is L(Ks) < 2°+3.81-2%,
and the depth is D(Ks) < [logs] + 1.

Proof. Consider the following circuit. Split the set of variables into two parts:
they are equal when s is even, and differ by 1 in the odd case. Let two decoders be
constructed for them. Then, using 2° conjunctions, combine the outputs of these
subcircuits in every possible way.

The lower-dimension decoders involved in this design are constructed in exactly
the same way. The decoder of one variable includes only one functional element of
negation: L(K;) =1, D(K;) = 1. Let us estimate the complexity of the simplest
decoders:

L(K3) = 2%+ 2L(Ky) =6, L(K3) =2+ L(K;)+ L(K2) = 15,
L(K4) = 2" + 2L(Ks) =28, L(Ks) =2° + L(K3) + L(K3) = 53,
L(Kg) = 2% +2L(K3) = 94, L(Kz7)=2"+ L(K3) + L(K4) = 171,
L(Kg) = 2° + 2L(K4) = 312.
In these cases, the stated complexity estimate is satisfied; the constant 3.81 is
obtained for s = 7.

Now, we will verify the assertion for s > 8 by induction. Note that the calcu-
lation below is correct for both the even (6 = 0) and odd cases (6 = 0.5).

L(K,s) <2° + L(Kg-5) + L(Kg4s) <
<204 287220 +27%) 4+ 3.81 - 2°/4(20/2 + 279/%) <

3 14+v2
<254 92%/2 1 38].
V2 V2

if 28/4 > 4.6, which holds for s > 9.
The depth of the constructed decoder circuit is [log s] + 1. O

2%/% < 2° +3.81.2%/2,

Corollary 1. For the complexity and depth of a system of r k-bit comparators
(with a common input set), the following estimates hold:

kr logr + 6

L < . ,
(Qk.r) logr logr —loglogr

D(Qk,r) < [logk] + 2.

Proof. By the proven lemma, the overall complexity of the comparison circuit is
estimated as

k k .k
L(Qk,r) < g(L(Ks) +7) < S (28 +3.81-27) + e

12
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Let’s choose the parameter s = [logr — loglog ], then the estimate take the
form:

k 2 2
L(Qur) < " 4381y —— 1) <
’ logr —loglogr \ logr log r

21 1
< hr 943814/ 218" gy | < . loer£6
log r(logr — loglogr) T logr logr —loglogr

since 2logr < 7.
The depth of a single comparator, and hence of the entire circuit, does not
exceed [log k] + 2. O

4.2 Implementating encoders

The following circuit, given r inputs (comparator outputs), only one of which can
take the value 1, calculates the number of the nonzero input. Such a circuit is
called an encoder.

Let the output of each circuit comparing 8¢ and a!? be associated with the
number [, or more precisely, its binary notation. Call a partial disjunction at
digit h the disjunction of all inputs with numbers whose h-th digit is 1. Note that
a partial disjunction of the comparator outputs at arbitrary digit h calculates the
h-th digit of the number b mod r. Indeed, on input 8 only one comparator takes the
value 1, namely, the one labeled by b mod r. If the h-th digit of 6 mod r is 1, then
the output of the corresponding comparator participates in the partial disjunction
at digit h, which is therefore 1. Otherwise, if the h-th digit of b mod r is 0, the
output of the comparator is not connected to the input of this disjunction, which
therefore takes the value 0. Thus, computing the entire set of partial disjunctions
yields a binary representation of the [logr]-digit number b mod r. In other words,
the outputs of the encoder implement partial disjunctions at all digits, up to the
[log r]-th.

Lemma 5. For s > 0, the complexity of the 2°-input encoder is L(Vas) < 2571 —
2s — 2 while the depth is D(Vas) = s — 1.

Proof. We construct inductively a circuit for which these estimates are satisfied.
In fact, we are going to construct a circuit in which all partial disjunctions are
calculated for groups of inputs with fixed senior code bits. For s = 1, the inputs
of the circuit are coded by one bit; the only disjunction coincides in this case with
the input numbered by 1, so L(Va1) =0, D(Va1) = 0.

Consider the induction step from s to s+ 1. Depending on the value of the most
significant (s + 1)-th digit of the code (0 or 1), all inputs can be divided into two
groups, each containing 2° inputs. For each of the groups, implement a system of
s partial disjunctions at the least significant digits. Connecting the corresponding
outputs of these subcircuits with disjunction elements, we obtain all correct partial
disjunctions for the full set of 25F! inputs, with the exception of the disjunction at
the (s + 1)-th digit.

The partial disjunction at the highest digit unites all the inputs of one of the
subgroups. To calculate it, we can use the results of the preceding computations.
Note that the partial disjunction at the s-th digit for a given set of inputs has
already been obtained at depth s — 1; it calculates the disjunction of half of the
inputs of the subgroup under consideration. Note further that the disjunction of

13
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half of the remaining inputs as a partial disjunction at the (s—1)-th digit of a group
of inputs with two fixed highest digits 1 and 0 has also already been calculated
at depth s — 2, and so on.

Thus, a 25t l-input encoder is obtained from two 2°-input encoders, and s ele-
ments are additionally required to compute the partial disjunction at the highest
digit and one for each of the remaining partial disjunctions. Then, by induction,
we derive

L(Vaet1) < 2L(Vas ) + 25 < 2(2571 — 25 —2) + 25 = 2512 —2(s 4+ 1) — 2.

Simultaneously, it can be checked that the depth of the constructed circuit is s.
The depth of the partial disjunction at (s 4+ 1)-th digit is s by construction. The
depth of the outputs of the particular disjunctions at other digits is greater than
the depth of an encoder with 2° inputs by 1, which implies that their depth is
also s. O

Corollary 2. The complexity of an encoder with r inputs is L(V,) < 2r —
2[logr] — 2 while the depth is D(V;) = [logr] — 1.

Proof. Let 257! > = 2% 4+ ¢/, v > 0. The proof is by induction on 7.

The circuit will be structured in the same way as in the special case. Split the
set of inputs into two halves: 2% inputs with a zero leading digit and r’ with a
leading digit 1. Calculate the partial disjunctions on these subsets (the second of
them is encoded, generally speaking, by [logr’] least significant digits of the input
code).

Next, [log '] functional elements are needed to obtain the disjunctions of the
least significant digits. The same number more are needed to compute the disjunc-
tion at the (s + 1)-th digit. This leads to the recurrence relation

L(Ve) < L(Vae) + L(Vir) + 2log "] <
< (257 — 25 — 2) + (20" — 2[log '] — 2) + 2[logr’] = 2r —2(s + 1) — 2.
The depth of the circuit is s = [logr] — 1. O

ProofofTheorem 5. The proof is obtained by summing up the estimates from
Corollaries 1 and 2:

kr logr + 6
LN )<L LV, :
(Akr) < L(@kyr) + L(V2) < logr logr — loglogr

D(Ak,) < D(Qk,r) + D(V) < ([logk] +2) 4 ([logr] — 1).

4.3 The choice of an auxiliary field

Theorem6. Let 2" —1 = ri7y-... -1y, where the factors r; are pairwise coprime,
w is bounded, p = logmax; r;. Then for k — oo,

<S> (24 k/logriri, D(Ax) < p+ O(log” k).
=1

14
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Proof. By construction,
L(Ak) €Y L(Agr,) + L(Higw) + L(Riw)-
i=1

Let 7yge = max; 5. From 7. > 25/% it follows that the estimate of the order of

~

complexity ;c’rm“ from Theorem 5 is

Tmaz (2 + k/108 Tmaz) 2 O(ka/w).

The complexity of the subcircuits implementing Hy, o and R4, according to Lem-
mas 2 and 3, is O(wk?). This quantity is insignificant for the asymptotics, compared
to the complexity of the subcircuit implementing Aj ,. .

The depth estimate is verified similarly,

D(Ax) < D(A,....) + D(Hgw) + D(Riw) < p+ O(log k).
O

Using the logarithm circuit described above, we make its efficiency dependent on
the existence of a “smooth” factorization® of 2 —1 into a product of coprime factors.
The smaller the maximum of the factors, the more efficient the factorization.

For interpolation, a field containing at least p elements is required. In practice,
among several fields of dimensions k > [log p], it is necessary to choose a field with
the smoothest order of the multiplicative group.

For example, GF(2?) is less smooth than GF(2!°), since 2° —1 = 7. 73, and
210 —1=3-11-31. But GF(2'?) is even smoother, since 2'2 —1=5.7-9-13.

To evaluate the efficiency of the logarithm operation, let us consider several
ways to choose a smooth field for an arbitrary p.

The first of these takes the smallest even of the suitable values of k, kK = 2] >
[log p], and exploits the factorization of 22! — 1 into the always coprime factors
2! —1 and 2! + 1. Note that one of these numbers is divisible by 3, whence we have

a1 B 3d%(2l +1), | — even;
7 -1= d2'41 ol
3 37(2 — 1), | — Odd,

where 39 is the largest power of 3 that divides 22/ —1. By Theorem 3, we obtain the
following estimates for a circuit computing discrete logarithm in the field G F(22'):
the order of complexity is (8 4+ o(1))2" < (16 + o(1))/p, the depth is [ + o(l) <
(1/2)log p.

A better circuit is obtained by choosing the field GF(2%), where k = 61 >
[logp] (the smallest possible value of k is chosen). The coprime factors 23 — 1
and 23 + 1 admit a further factorization: 23 +1 = (2! £ 1)(2% £ 2! + 1). Since
220 £ 21 +1 = 3 mod (2! ¥ 1), then 3 is the only common divisor that the factors
in the given factorization can have.

g6l _ 1 3d+1 223;1 (2 + 1)%@21 904 1), 1 — even;
gd+1 23451(21 _ 1)27732'+1(22l +2l 4 1)’ I odd.

The complexity of the logarithm circuit for the field GF(2%) is estimated as (20/3+
0(1))2% < (80/3 4 o(1)) ¢/p, the depth is 21 + o(l) < (1/3)logp. For p > 28 (recall

4A factorization is “smooth” if all its factors are small. A number is also called smooth if it
admits a smooth factorization (see, e.g., [22]).
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the example of the field GF(2'?)), the estimates obtained by the second method
are better than in the first case.

Further development of the idea of decomposing polynomials of the form 2% —1
into irreducible polynomials over Z allows us to construct a circuit computing the
discrete logarithm with complexity C'(¢)O(p®) and depth elogp + o(logp), € > 0.
This is the subject of the next section.

4.4 Asymptotic estimate of the efficiency of computing log-
arithms

Consider the field GF(2%!), where k, = pip2 - ... Dy, and {p;} is an increasing
sequence of prime numbers.

Theorem 7. Let | € N. Then the number 28! — 1 can be represented as a
product of pairwise coprime factors ri,ra,...,Ts with

ko)l _p(ky) /2!
m?XWSQ“"( Hew(ko)/ \

where p(k) is the Euler function.

We preface the proof of the theorem with several auxiliary statements. First,
we turn to the theory of cyclotomic polynomials.

Let d € N. A monic polynomial F; € C[x] of minimal possible degree such that
its roots are all primitive roots® of order d is called the d-th cyclotomic polynomial.

The following properties of cyclotomic polynomials are well known (for more
details on cyclotomic polynomials, see [23]):

(1) Fy € Zlx];

(2) deg Fi = p(d);

(3) Polynomials {Fy} are pairwise coprime;

(4) zh —1= L Falz).

Lemma 6. Let x > 1. Then Fy(z) < a#@er(d/e,

Proof. The roots of the polynomial F;(x) are equal to 1 in absolute value, we
denote them by &;. Then

»(d) »(d) 1 ©(d)
r - —&) < ) = 1P — e (14 = < pP(d)pp(d)/z
a(x) il;[l(ff &) g($+|€\) (z+1) x to) =a¥%
O
Note that if 2 — oo, then Fy(z) = O(x#(¥). We will need another lemma on
divisibility of numbers (it can be found in [31, problem 8]).

Lemma 7. Let q be a prime number, and a € Z. Then

q_1 q_1
GCD(a — 1, “71) = GCD((a — 1), ail) — GCD(a - 1,q).

Proof. Divide the polynomial 2471 4...+1 = gf;:f by x —1 twice with remainder:

2 424 41 =

= (z—1)* <$q_3+3xq_4+...+((]_1)2((1_2))+(x—1)(1<q2_1>+q_

5A root of unity of some order is primitive, if it’s not a root of any lower order.
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Substitute a for . The subsequent verification of divisibility relations is not diffi-
cult. O
Proofofthemain Theorem 7. The polynomial 2** — 1 can be factored into
a product of cyclotomic polynomials (property (4))

b —1 = H Fy(x).

d|ky

The number of factors in this product is 2V, they correspond to the divisors of k,,.
Under assignment = = 2!, we obtain the factorization

ket — 1 = [T Fu2) (%)

dlk,

of the number 2F*! — 1 into factors not exceeding 2“"(’“”)165"(’““)/2[, which follows
from Lemma 6, since ¢(k,) is the maximum of the degrees of the polynomials Fy.
Let us further investigate the possibility of transforming this decomposition into a
product of pairwise coprime factors not exceeding 2¢*»)lew(ku)/2"

Consider the following decompositions of the polynomial 2¥* — 1 into a product
of two factors (for brevity, we introduce the notation y; = z*+/7¢):

abv — 1=yt — 1= (g - D 4.+ 1), (i)

It follows from property (4) of cyclotomic polynomials that

yi—1= [ Fu@), o'+ +1= [ Fulw),
d|ky, pitd dlky, ps|d

therefore, any polynomial Fy(x), d | k,, divides some of the two factors on the
right-hand side of every expression (i).

Let us show that the only common divisors of the values of two cyclotomic
polynomials (under substitution of 2!) can be prime numbers p;, i = 2,...,v.

Consider an arbitrary pair Fy, (2) and Fy,(2!), where dy,ds | k,, and assume
dy < dy. Then there necessarily exists a number p; such that p; | d2 and p; ¢
dy. Consider the factorization (). The polynomial Fy, (x) divides the first of the
factors, and Fy, (z) divides the second. From Lemma 7 it follows that

GOD((yi —1) lamat, (4" "+ 4 1) L=t ) € {L,pi}.

Hence,
GCD(Fy, (2'), Fu,(2') € {1,pi}.

By extracting pi*, i = 2,...,v, into separate factors, where ¢; is the multiplicity
of p; in the product, we obtain a factorization into pairwise coprime factors. It
remains to show that the newly formed factors p;* satisfy 20 (ko) g (k) /2"

If p; divides only one of the factors of the original decomposition (x), then
there is nothing to prove. Consider the case when p; divides two factors of the
decomposition (¥) Fy, (2') and Fg,(2'), dy # d. It follows from Lemma 7 that in
any decomposition (j), where j # i, the polynomials Fy, () and Fg,(x) divide the
same factor on the right-hand side (otherwise p; cannot be a common divisor). We
will show that in the decomposition (7) they divide different factors.

Note that an arbitrary divisor d of k, is uniquely determined if it is known
for any number ps, s = 1,...,v, whether it divides d or not. Therefore, the
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polynomial Fy(x) is uniquely determined by its belonging to one of the factors in
each decomposition (s).

It follows from this remark that if in the decomposition (7) (as in all the others)
the polynomials Fy, (x) and Fg,(x) divided the same factor, they would coincide,
which would contradict the condition d; # ds. Thus, in the decomposition (7) they
divide different factors.

Now suppose that another factor Fy,(2') of the original factorization (%), dif-
ferent from the two indicated, is divisible by p;. Reasoning similarly, we conclude
that the polynomial Fy,(x) in all decompositions except the (i)-th divides the same
factors as the pair Fy, (z), F4,(z). But then, depending on which of the factors
of expansion (i) it divides, it coincides either with Fy, (x) or with F,,(x), which
contradicts the assumption.

Thus, p; can divide at most two numbers from the set Fd(QZ), d | ky, simul-
taneously. Moreover, as follows from Lemma 7, if p; divides exactly two factors
in the expansion (*), then one of the factors (namely, the one that corresponds
to the polynomial dividing y; — 1 in the decomposition (7)) is divisible by pfi_l.
Consequently, a factor p;’ can, at most, be p; times greater than any of the factors
F4(2") of the initial decomposition for which d | k, and p; { d hold. In this case
o(d) < o(ky)/(p; — 1). By Lemma 6, we have

pcl < p;- max Fd(2l> < piQW(kv)l/(pi_l)e%"(kv)/@l(p%_l)).
CTT dlky,pitd -
Let us show that
;2B (i=1) (ko) /(2 (Pi=1)) < ko)l (ko) /2!
where 1 < ¢ < v, 1 > 1. First, consider the case i = v =2, =1 (i.e. p; = 3,
k, = 6). After substituting the parameters into the inequality, it takes the form
6+1/e < 4e, which is true. The inequality especially remains true with increasing
parameters v and (or) . If i > 2, then p; < 2¥()/2 which can be verified, for

example, by induction as follows. For i = 3, the inequality holds due to 5 < 2%. If
pi_1 < 2¢(ki=1)/2 then

pi <2pi—1 < p-i}l < 2pki-)(pi=1)/2 — 9¢(ki)/2,
Here we applied the well-known inequality p; < 2p;—1 (Bertrand’s postulate). From
the proved intermediate inequality we deduce
pigw(ku)l/(prl)ew(ku)/@’(m*l)) < 29(ki)/2+o(ku)l/(pi—1) g (ko) /2!
< 20(k)I(1/241/(pi=1)) gp(k0) /2" ge(ku)le(ky)/2"

Thus, the theorem is completely proven. O

Note that the number of factors in the constructed factorization does not exceed
2Y + v — 1, where 2 is the number of factors in the initial factorization (x), plus

no more than v — 1 factors are additionally factored out.
For illustration, consider the example v = 3, k3 = 30.

2% —1 = Py Fy F3 F5 Fs Fio F15 Fso;
Fi(z)=xz—1, Fx)=z+1, F@) =z>+z+1,
Fy(z)=a*+2+ 22+ +1, Fs(x)=a>—z+1,
Fio(z)=a* -3 +2° —2+1, Fs@)=2—2"+2°—a2*+2° —az+1,

Fyo(z)=a8+a2" —a® —2* — a3+ 24+ 1.
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Let | = 1. Substituting z = 2 yields a factorization of 23° — 1 (the order of the
factors is preserved)

230 _1=1.3.7-31-3-11-151-331.

We separate into single factors the occurrences of the first two odd primes in the
product: 3 (occurs twice, F5(2) = F5(2) = 3) and 5 (never). Finally, as guaranteed
by the theorem, we obtain a satisfying all requirements decomposition

230 _1=7.9-11-31-151-331,

which in this case coincides with the canonical factorization of 23° — 1 into prime
factors.

Using Theorem 7, it can be shown that in the field GF(23%) the logarithm can
be computed with complexity O(2%), which for 239 > p > 230(=1) corresponds to
the estimate O(p4/ 15). However, the multiplicative constant in this bound is too
large.

Further we will exploit the following fact:

C1 pi — 1 C2
—0, f — 00.
log(v+1) }_[1 Di log v oreTree

It is easy to show that ¢; > e~%/2, and ¢y < In2 = 0.693 ... More precise estimates
are provided in [28]°.

Theorem 8. Let v € N, p > 28, Then there exists a field of characteris-
tic 2 containing at least p elements in which the complexity of taking the logarithm
asymptotically (as p — o0) does not exceed

log(v + 1)220ke) ot gelko)p™ /v polka) [ky

and the depth does not exceed

(p(ky)/ky)log p + 2¢(ky) + O(log? log p).

Proof. For a given p, consider the field GF(2%!), where [ satisfies 25— < p <
2kl According to Theorem 7, the number 2%/ — 1 can be factored into a product
of coprime factors not exceeding 20kl gp(ky)/2"

Using Theorem 6, we estimate the circuit depth of the logarithm in the
field GF(2%!) as

D(Ag,1) < log((2'e!/?)#)) 1 O(log? (k.l)) <
< @(ky) (14 1) + O(log®log p) < ¢ (k) (2 + (logp)/ky) + O(log” log p) <
< (p(ky)/ky)logp + 2¢(k,) + O(log® log p).

The same theorem 6 allows to estimate the order of complexity of the circuit,

L(Akul) /S (21) + v)(2 =+ kv/ log Tmax)rmax < (2v + 'U)(Q + kv/@(kv))%p( ol eW(k )/2l

6 According to Mertens’ theorem, this expression has an asymptotic behavior of 1‘;—1, where
~ is Euler’s constant (see also [28]).

19



INVERSION IN FINITE FIELDS WITH LOGARITHMIC DEPTH 20

The following inequality holds:
(2° +0)(2 + ko /o(ky)) < 27" log(v + 1),

which can be verified for v = 1,...,4 by direct calculation, and for v > 5 one can
apply the inequality k,/¢(k,) < €/?log(v + 1), then

(2% +0)(2 + ko [ (ko)) < log(v + 1)2° {(1 + 2%) (65/2 - log(vQ+1)>] '

The expression in square brackets is a monotonically decreasing function of v, and
from the fact that for v = 5 its value is less than 16, the stated inequality follows.
Further,

289(]%)1 — 299(]%)(ka(l_l))‘lp(kv)/kv < 2‘F(kv)p¢(kv)/kv_

Finally, since 2! > p~ kv we deduce
e#k0)/2" < peku)p™H /M
Combining all the above inequalities, we obtain the desired result. O

Corollary 3. Lete > 0. Then there exists a field of characteristic 2 containing
at least p elements in which taking logarithms is performed with complexity (as
p — 00) not exceeding C1(£)O(p®) and depth €logp 4+ Cs(e) + O(log? log p).

Proof. We choose v such that ‘pgi”) < ¢ (for example, v = [2°7/¢] will do), and

apply the proven theorem. O

5 Refining the complexity bound

Consider another way to calculate z—!. Represent a number n — 1 as niny + na,
where 0 < n; < [v/n —1]. From this representation we derive the representation
of the number 2™ — 2 as N1 Ny + N3, where

Ny =2+224...42M, Ny=1+2™ +22n1+'..+2(n2*1)n1,
NS :2n1n2+1+2n1n2+2+'”+2n1n2+n3.

The weight of each of the numbers N, is n;, 1 = 1,2, 3.
We use the formula
o=l = (N)Na2gNa
which shows that inversion reduces to three relatively small-weight exponentiations
and one multiplication in the field GF(2™). More formally,
In(z) = Mn(Epn, - Enn, (2), Enng (2)).

Implementing the operations E, ; by the algorithm from §3, we can estimate the
complexity of such a circuit as

3 3
L) < L(My) + 3" L(Bap) <3 28000 22

i=1 i=1

20



INVERSION IN FINITE FIELDS WITH LOGARITHMIC DEPTH 21

The depth of the circuit is estimated as
D(I,) < D(My) + max{D(En,n,) + D(En,n, ), D(Enng)} S
<2logn+ (4+¢)logn +4.441ogn < 10.441logn.
This technique can be generalized as follows.

Theorem 9. Let r € N and ¢ = [{/n]. Then the circuit complezxity and depth
of the inversion in the field GF(2") are estimated as

L(I,) < (2r —1)L(Epq) + (r — 1)L(M,),
D(I,) <2D(Epngq) + D(Mp) + (r — 2) max{D(Enq), D(My)}.

Proof. Let n —1 = [m,,my_1,...,my] in the number system with base ¢, i.e.,
n—1=q " 'my+q *me_1+ ...+ qgma +m,
where all m; do not exceed /n.
Set ;
o g1 271 (q=1)gi~' _ 29 —1
Ny=1420"" 422"+ 42 =
Then

i

NiNy-...-N; =29 — 1.
Let M; = 0 in the case m; = 0, and
M, = Q[mr7~~-7mi+1707“-10]+1(1 4907 44 2(77”_1)[11-71)
otherwise. Then,
(2qi_1 —1)M; = 2(2[mr,...,mi,0,‘..,0] _ 2[mr,.“,mi+1,0,“.,0])’

where the square brackets contain an r-digit number in the ¢g-ary number system.
Summing these equalities over i = 1,...,r, we obtain

2 —2=Ny-....Ny_ 1M, +Ny-...- Ny_oM,_1 + ...+ Ny My + M,

where the weight of each number N; is ¢, and the weight of M; is m;.
We will construct the inversion circuit based on the formula

gt =22 = (( ~((@N)N2) ...)NT_1>MT X

Ni\N Np—z\Mr=1 Ni\My M
(o (@) ) ) T (@) Mag M
Let us write out the sequence of calculations step by step.
0. T;
1. xy =z, ylzle;
2. To = x]gZ, Y2 = IﬁZ, 22 = Y1;
1=3...r—1. Ty =T, Yi = TlY, 2= Zi—1 Yie1;
r. yr =2, 2 = et Yro1s
r+ 1. xilzzr'yr-

The computation circuit includes no more than 2r — 1 subcircuits implement-
ing exponentiations with weights at most ¢ and no more than r — 1 subcircuits
implementing field multiplications. The depth of layers 1 and 2 of the circuit can
be estimated as D(E,4), of layers 3,...,7 — as max{D(En4), D(Myp)}, and of
layer r + 1 — as D(Mpy,), from which the depth estimate stated by the theorem
follows. O
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Corollary 4. Letr € N and ¢ = [/n]]. Then the circuit complezxity and depth
of the division in the field GF(2™) are estimated as

L(Ay) < (2r —1)L(Epngq) +rL(M,),
D(An) < D(Epng) + D(Myp) + (r — 1) max{D(Ey,q), D(My)}.

Proof. To calculate y/z, it is sufficient to embed multiplication by y into the

circuit from Theorem 9 computing =~

0. T,

1. T, = le, Yy = :EMl, 21 =1Y;
1=2...r—1. xi:vajl, yizxgvfl, Zi = Zi—1 " Yi—1;
r. Yr = 1’%1, Zp = Zr—1"Yr—1;
r+ 1. y/T = zp - Yr.

O
Under the natural assumption D(E, 4) > D(M,), the depth of the constructed
inversion and division circuits is estimated as

D(In), D(An) < rD(Engq) + D(My).

Substituting the estimates of Theorem 2 into Theorem 9 and Corollary 4, and
employing the estimates L(M,) = O(n?), D(M,) < (2 + o(1)) logn, we obtain

Corollary 5. Let r € N. Then for inversion and division in the field GF(2™)
one can construct circuits with complexity and depth (as n — 00)

_ L 242
L), L(An) < (ar 3+ 2 +o<1>) n2+?,

D(I,),D(Ay) < (2r +6.444 0o(1)) log n.

Thus, an inversion circuit with logarithmic depth and almost quadratic com-
plexity is constructed. In the next section, it will be shown that it is possible to
construct circuits with depth O(logn) and complexity o(n?).

6 A subquadratic complexity algorithm

Here is a brief description of the modified algorithm for raising an element z €
GF(2") to a power M =", 2% of weight m.

1. Compute all 22 = fi(t), i = 1,...,m. Let f(t) = fi(t)- ... fm(t). Set
p =m(n—1)+1, choose a field GF(2¥) containing at least p elements; in it, choose
a set of elements a1,..., 0.

2. Calculate all possible f;(a;) € GF(2%), where i =1,...,m, j=1,...,p.

3. For all j, calculate the products fi(a;) - ... fm(a;) = f(e).

4. Given the values f(aj;), j = 1,...,p, reconstruct a polynomial

f(t) mod m,,(t), deg f < p, representing z.

In this algorithm, the general computation scheme of the original algorithm
from §3 is completely preserved, only the implementation method changes. To
implement linear steps 1, 2, the so-called matrix acceleration is used. Also, we
consider an alternative implementation of step 4 (steps 4, 5 of the original algo-
rithm). The implementation of step 3 remains unchanged. Recall that, according
to Corollary 3, step 3 is performed by a circuit of complexity O(m2Tsn!*¢) and
depth (¢ + 0(1)) log(mn), where € = const > 0.
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6.1 Generalized modular composition

As is known (see, e.g., [25]), the O(ns/logn) complexity upper bound for a linear
mapping of dimension n X s cannot be improved in the general case. However, it can
be reduced for mappings satisfying some extra conditions. Consider homomorphic
mappings that preserve both the addition and multiplication operations.

The following lemma is a simple generalization of a result of Brent and Kung [6]
on the complexity of modular composition (the composition of two polynomials
modulo a third). By Tgrs we denote the operation of multiplication of binary
matrices of size ¢ X r and r X s.

Lemma 8. Let G be a homomorphism from GF(2)[t] to a set V that has the
structure of a vector space of dimension s over GF(2) with the operation of multi-
plication. Let Gy, denote the restriction of G to the set of polynomials of degree at
most n — 1, and let rq > n. Then

L(Gn) < L(Tyrs) + (¢ = 1)(L(My) +5),  D(Gn) < D(Tgrs) + D(My) + [logq],
where My is the multiplication operator in V.

Proof. Let f(t) € GF(2)[t], deg f < n — 1. Write
F(8) = fo(®) + 1D + ...+ fga (D)@,
where deg f; < r. By assumption,
Gn(f) = Gr(fo) + Gr(f1)Ga(t") + ... + Gr(fy-1)Gn(t97D7),

where G, is the restriction of G to the set of polynomials of degree less than r. In
particular, Gy is a linear mapping of dimension r x s. Calculation of all G,(f;),
i =0,...,q — 1, corresponds to multiplying the ¢ x r-matrix of coefficients of the
polynomials f;(t) by the r x s-matrix of coefficients G (t/) € V.

Assuming that all G, (t""), i = 1,...,q — 1, are precomputed (this is the case
in the circuit implementation), to compute G,(f) it remains to perform ¢ — 1
multiplications and sum ¢ vectors from V. O]

Corollary 6 (Brent, Kung, 1978). Let

Con(f) = f(g(t)) mod h(t),

where g(t), h(t) are fixed polynomials of degree n — 1 and n respectively, let also
rq > n. Then

L(Cqp) < L(Tyrn) + (¢ — )(L(Mn) + n),
D(Cy,n) < D(Tgrn) + D(Mp) + [logq].

A special case of modular composition is the Frobenius operation: raising an
element z € GF(2") to a power of the form 2!. Indeed, let = f(¢) in the
polynomial representation, then

#2'(t) mod my,(t) = F(t2') mod m,,(t) =
= f(#2' mod mn(t)) mod my,(t) = £(&(t)) mod my,(t),

where &(t) = #2' mod my,(t). The Frobenius operation (denoted by Sp;) is an
automorphism of the field GF(2").
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Lemma 9. The Frobenius operation in the field GF(2") is implemented with
complexity and depth

L(Sny) = O(n'-%57), D(Sn,1) = O(logn).

Proof. In the estimates of Corollary 6 we substitute ¢,r ~ /n. From the
Schénhage multiplication algorithm [29] we have L(My) = O(nlognloglogn) and
D(M,) = O(logn). The operation Ty pn, i.e. the multiplication of a matrix of
size y/n x /n by a matrix of size \/n X n, is performed, as shown in [16], with
complexity O(n!-%67). In addition, it is known (see, e.g., [3, Section 4.3]) that any
method of matrix multiplication admits implementation by a circuit of logarithmic
depth with an increase in the order of complexity by n®. To complete the proof,
we choose € within the rounding error of the constant from [16] to 1.667. O

It follows from Lemma 9 that the complexity of implementing step 1 of the
algorithm is O(mn!-%67),

The value of a polynomial at a fixed point is also obtained by the action of
a homomorphic transform. Let, as before, p =m(n — 1) + 1, m < n, and let some
set {a1,...,ap} C GF(2%) be chosen. By Cy, denote the operation of evaluating
of m polynomials of degree at most n — 1 at the points «.

Lemma 10. The operation C’,, is implemented by a circuit of complexity and
depth

L(CE) = O((mn)"*Tk) + O((mn)'*) L(Mg), ~ D(C{l,) = O(log(nk)).

Proof. The mapping Cf, can be viewed as a union of m operators C,n,a; in the
notation adopted in §2. Apply Lemma 8, setting Gp = Cf, and V = GF(2F)P.
Note that instead of m independent matrix multiplications of type Tg,r pk, it suffices
to perform a single multiplication of type Tgm,rpk, since the coefficient matrix
G, (1) is the same for all matrix products.

So, we obtain estimates

L(Cy%) < L(Tqmrpk) +m(q — 1)(L(My) + pk),

D(Cl) < D(Tqm,rpk) + D(My) + [logq],

where My is the componentwise multiplication over GF(2¥). Thus, L(My) <
pL(My), D(My) = D(My). Let r ~ \/p, ¢ ~ n/r. Regarding Tym,rpk as perform-
ing k multiplications of matrices of size \/mn x \/mn by matrices of size /mn xmn,
we finally obtain the required estimates. O

From Lemma 10 follows the complexity estimate O((mn)>%¢7k) of step 2 of the
algorithm.

6.2 Modular interpolation

Turn to step 4. In the previously introduced notations, step 4 implements the
operator By p - F,; ;, where Fk_’ ; reconstructs the coefficients of a polynomial over
GF(2) of degree no greater than p — 1 from its values on a set of p elements
from GF(2%), and B, reduces a polynomial of degree p — 1 modulo m,(t). The
construction presented below is actually a modification of the algorithm [1, par. 8.7]
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Lemma 11. Let r = [p/q], sq < n. Then

k2mng
log g

L(Bpp- F,;;) <0 ( ) +O(rs) L(Mgy) + O (;Z) L(Msqk) + 2L(M,),

D(Bnp - FI;;) < O(log(kn)) + D(Mgk) + D(Msq,k)

where My is the operation of multiplication of polynomials of degree ¢ — 1 over
GF(2F).

Proof. According to the Lagrange interpolation formula,

p

Fip(flen),- o, flap)) = f(1) = flaa)li(t),

i=1
where [;(t) are fundamental Lagrange polynomials whose coefficients depend only
on constants aq, ..., qp:
t— oy
lz(t) = H (Oz‘ —Oj)
g#i s

Split the set {av, ..., a,} into subsets A1, ..., A,, with ¢ items in each (except,
perhaps, the last one — but further for convenience we will assume that |A,| = ¢).

Represent f(t) as
)= i)\t
i=1

where

t—Oéj
Z f ]#l aJEA( )’ /\i(t): H (tfozj).

a€A; Hél(al _aj) a;EA;

Note that the coefficients of any polynomial ¢;(¢) are linear combinations with
respect to {f(B) | B € A;}, and deg ; < g — 1. The polynomials \;(t) are fixed.
Let v = [r/s] (but for convenience assume r = sv). Set
Aj(t) = GCD(Ajs1(1), Ajs42(t), s AG+n)s(t) ) J=0,...,v-1L

Denote pjs+i(t) = Ajs1(t)/Aj(¢), forall Il =1,...,sand j =0,...,v — 1. Obvi-
ously, deg u; = (s — 1)g. So we have

v—1 s
FO =D M0 @jsri)pjsn(t). (B)
j=0 =1
Finally,
v—1
f(t) mod my,(t) = Z(Aj(t ) mod m, (t Z"DJS“ Jtjs+1(t) mod my(t).
3=0

Consider the following sequence of computations.

4.1. Compute all ¢;(t), i =1,...,r, via linear operators of dimension kq X kq.

4.2. Compute the products ; (¢)u;(t), each of which (by splitting the polynomial
1i(t) of higher degree into blocks) can be performed using s — 1 multiplications of
polynomials of degree g—1 (operations My ) followed by reduction of similar terms.
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4.3. Multiply the polynomials A;(t) mod m,(t) by the corresponding sums
> @isti(t)js4i(t) of products obtained in the previous step, j = 0,...,v — 1.
Each of the multiplications is performed via [n/sq] operations Mgq j followed by
reduction of similar terms.

4.4. Summing all the polynomials computed in the previous step, we obtain a
polynomial of degree at most 2n — 1 with coeflicients from GF'(2), which is guar-
anteed by the conditions of the lemma. Its reduction modulo m,,(t) is performed
via two multiplications and addition of polynomials of degree n — 1 (see §2.3).

The terms in the complexity estimate stated by the lemma correspond to the
steps of this algorithm in the same order. These terms also absorb the complexity
of the addition operations performed at different stages. The same is true for the
depth (the depth of step 4.4 is taken into account in the first term). O

The choice of parameters g, r, s depends on the algorithm for multiplying
polynomials over GF(2¥). In relation to the construction of an exponentiation
circuit of logarithmic depth, a restriction on the depth of the algorithm should
be imposed, D(Mp) = O(log(kn)) (then the total depth of the algorithm of
Lemma 11 will be O(log(kn))).

Let us discuss known algorithms for multiplying polynomials of degree n — 1
with depth O(logn) over the field of coefficients.

Obviously, the standard algorithm has depth O(logkn), since all multiplica-
tions in it are performed at one level (and addition operations in the field GF(2*)
are performed with depth one, as in GF(2)). The same is true for Karatsuba’s
method [18], as well as for the more general Toom’s method with complexity esti-
mate O(n'°8+12H1)) gperations over GF(2%), 1 € N (see [33]).

Note that already using Karatsuba’s method, we can obtain an acceptable com-
plexity estimate for step 4. Indeed, let L(Mpx) = O(n'°83k?) (for multiplication
in GF(2%) the standard algorithm is applied). Choose the parameters to provide
q ~ 5q"°8371 ~ n(sq)°8372. So we obtain

1+(2—-log 3)(3—log3)) ., n0-63 2—log3)/(1+(2—1og 3)(3—log3)) n0-26
)

q~nt/ s ~nl

)

from which it follows that step 4 can be implemented with complexity
O(kaTLl'ﬁgl).

Let us, however, derive a stronger estimate using the method of Schénhage [29].
This method is based on the Fourier transform, due to which all multiplications
are also performed at one level, and the depth satisfies the estimate O(log kn).

In the estimates of Lemma 10, substitute My x = O(nk?lognloglogn). From
the condition ¢ ~ s ~ n/qs we find that ¢,s ~ ¢/n. Therefore, we obtain the
following result.

Lemma 12. The operator By p - Fk_’; is implemented with complexity and depth
L(Bpp- F,;;) < O(mn*3k*lognloglogn), D(Bpp- F,;;) = O(log(kn)).

Remark. By choosing the parameters more carefully, the complexity estimate
may be obtained in the form

O (m(log logn + log klog log k) ¥/k*n4logn/ loglog n) .

Note also that the decomposition of formula (A) can be iterated by grouping
the polynomials A;(t), extracting their common factor, etc. Thus, for any natural
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number d > 3, one can construct a circuit of complexity O(mnlﬂ/ 4k2) and depth
O(dlog(kn)). The described construction is actually obtained by applying the
method [15], which deals with a similar numerical operation, to polynomials.

The choice of k = log(mn) + O(1) and the application of Lemma 12 together
with the previously proven Corollary 3 and Lemmas 9 and 10 to the algorithm
given at the beginning of this section leads to the following result.

Theorem 10. The operation of raising to a power of weight m in the field
GF(2"™) is implemented by a circuit of complexity and depth

L(Epm) = O((mn)w+6 logn + m2+5n1+5), D(E,m) = O(logn),

where w is the exponent of the multiplication of matrices of size \/n X \/n and
Vnxmn, and § is an arbitrary positive constant. In particular, L(Epm) =
O((mn)1‘667)‘

The application of this algorithm in combination with the method of Theorem 9
allows us to state the main result of this section.

Theorem 11. Let r = const € N. Then the inversion and division operations
in the field GF(2™) are implemented by circuits with complezity and depth

L(I,), L(Ap) = O(rn* @D/ log p 4 p1+3/m), D(I,), D(Ay) = O(rlogn).
In particular,
L(I,), L(A,) = O(n*%7), D(I,), D(A,) = O(logn).

The multiplicative constants hidden under “O” symbol that can be specified
for the latter estimate are very large (at least tens of thousands), so the proposed
algorithm has no practical value. However, by multiplying matrices by Strassen’s
method [32] (see also [21, par. 4.6.4]) with an exponent 1.904 in the complexity
estimate and applying Theorem 9 with the parameter r = 20, we can derive a
circuit of complexity O(n'?%?) and depth O(logn) with multiplicative constants
under “O” of the order of several hundred. However, such an algorithm is also
ineffective in fields of practical importance.

7 Remarks

7.1 On the Litow—Davida and von zur Gathen methods

Inversion by the method [24], based on the matrix representation of the field el-
ements, involves reconstructing the coefficients of a polynomial of degree n from
its roots, which are encoded by O(n?) bits, which means calculating elementary
symmetric functions of n numbers, each containing O(n?) digits. In particular, the
product of these n numbers is computed.

Method [10], which also exploits matrix representation, is intended for general
finite fields GF(g™). In the case ¢ = 2, an elementary inversion algorithm can be
directly derived from [7]. As above, write
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The product of the polynomials f;(¢) corresponding to the elements z? may be
reduced, according to [7], to computing an integer product

A@Y) 25 - fam (28),

where L is approximately nlogn. Thus, it is required to multiply n — 1 numbers
containing about n?logn digits.

Both [24] and [7] suggest to use the result from [2]. The complexity of a circuit
that multiplies n numbers, encoded by n bits, with logarithmic depth is estimated
in [2] as O(n®log®n). The multiplicative coefficient in the depth estimate is not
given, but elementary analysis shows that it is not less than 15.

7.2 On inversion in normal bases

The roots of an irreducible binary polynomial of degree n in the field GF(2") form
a normal system {a,a?, ..., a2 }, which, if its elements are linearly independent,
is a basis of the field. Such bases are called normal. It is known that there are quite
a lot of normal bases: at least one such basis exists in any field (see [5, 17, 23]).

Normal bases were studied as early as the 19th century, but practical interest in
them arose only at the end of the 20th century, with the development of finite field
cryptography. The use of normal bases is supported by the exceptional simplicity
of the implementation of Frobenius operations, which do not require any circuit
resources at all, since they are reduced to a cyclic shift of coefficients (this is clear
from the definition). However, the situation with multiplication is more compli-
cated. The standard Massey—Omura algorithm (see, e.g., [5, 17]) has a theoretical
complexity O(n?), which, even in the case of an optimal choice of basis from the
point of view of this algorithm, is of order n?. For some specific types of bases,
the complexity estimate may be reduced to O(nlognloglogn) (see [8]), but such
bases do not exist in every field.

Therefore, the problem of transition to a standard basis in which multiplica-
tion is performed comparatively simply — theoretically no more difficult than in
O(nlognloglogn) operations, as follows from [29], is of practical interest. The
transition between bases is a linear transform of coordinates and can be performed
by O. B. Lupanov’s method with complexity O(n?/logn), which automatically
leads to a decrease in the estimate of the complexity of multiplication in normal
bases. It turns out that the transition is performed especially simply for the same
bases for which the Massey—Omura algorithm works well. And using the arith-
metic of standard bases, the complexity of multiplication in them turns out to be
almost linear (see [4, 5]). For Gaussian normal bases, the transition to a standard
basis in the field extension is applied (see, e.g., [5, 8]).

Since the inversion algorithm from §3 performs linear transforms at the initial
and final stages, and the dimension of these transforms does not change when com-
posed with the transition from one basis to another, the estimates of Theorems 3
and 4 are valid for computations in any basis, not just a normal or standard ba-
sis. The estimate of Theorem 11 should be adjusted for the implementation of the
transition, then the estimates of the complexity and depth of inversion and division
in a normal basis will take the form O(n?/logn) and O(logn).

7.3 On raising to an arbitrary power

In recent works [8, 12] devoted to exponentiation in finite fields, upper bounds on
the complexity of raising to an arbitrary power in the field GF(2") are obtained in
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the form O(n?loglogn) for standard bases and normal bases of linear complexity
(for a normal basis, the same estimate generally holds, since the transition to
a polynomial basis and back is always performed in no more than O(n?/logn)
operations). The depth of all the listed methods is not less than O(log?n). In [10],
a logarithmic depth circuit is constructed, but the complexity of such a circuit is
rather large. The question of implementing exponentiation with at least O(n?)
complexity apparently remains open.

The author is grateful to his scientific advisor S. B. Gashkov for posing the
problem, numerous ideas, discussions and support in solving it.
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